RISKAN

RISK CALCULATOR FOR MANAGERS

. Do you need to quickly identify your assets and their value?

. Do you need to quickly identify the threats to your assets and their vulnerability?

. Do you need to quickly figure out the probability of these threats becoming a reality at your
company?

. Do you need a tool that would enable you to weigh out possible risk scenarios?

. Are you looking for an easy operating tool for Risk ANALYSIS that was developed using

independent international methodologies and standards like ISO/IEC 270017
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Risk ANALYSIS is very important step in planning any CHANGE (e.g. merger, acquisition of new business
premises, starting a new project, developing a new product, implementing a new information system,
expanding your business to new locations, etc.) and solving of your organization’s SECURITY and BUSINESS
CONTINUITY PLANNING.

T-SOFT has developed the risk calculator tool — RISKAN — based on its long experience in the logistics of
emergency management, continuity planning, and organizational security for the government and public
sectors as well as for strategic companies in the fields of telecommunication, utilities and finance.



Summary

Risk Analysis includes a complex review of all aspects of security:

o Identification of assets

. Identification threats to assets

. Assessment of the probability of threats becoming a reality

. Evaluation vulnerability of assets

. Calculation of the risk level for every asset/threat combination

RISK = Asset x Threat x Vulnerability

Asset value
Assigned values should be related to costs of obtaining and maintaining assets, or to potential adverse

impact on your business from losses and/or damages of assets. It is also necessary to establish the value or
the extent of importance in non-financial, i.e. qualitative, terms to an organization.

For example, a financial loss estimate might vary from low (10-100 USD) to very high (millions USD).
However, monetary valuation is not convenient for assessment of other assets (e.g. personal safety).

Generally, it is up to an organization to decide what is considered low or high damage. Damage that might
be disastrous for a small organization could be low or even negligible for a large one.

Threat Assessment

The probability of threat occurring is predicted from frequency of threats — how often they might occur,
based on experience, statistics, etc.

Vulnerability Assessment

This assessment includes identifying weaknesses in existing security controls.

Weaknesses might occur in:

. Physical environment
. Personnel, management, and administrative procedures and controls
° Hardware, software, communications equipment and facilities, etc. and might be exploited by sources

of threats to cause harm to the assets, and the business they support.

RISKAN Profiles

RISKAN Profile development is based on lists of assets and threats from independent international
standards and methodologies with relevant adaptation based on T-SOFT’s long experience in this field:

. ISO/IEC TR 13335 — Information Technology — Guidelines for the Management of IT Security
o ISO 17799 (BS 7799) — Information Security Management
. IT Baseline Protection Manual

Adaptation of Profile to your environment

The product for Risk Analysis — RISKAN — includes the service of adapting RISKAN Profiles specifically
to your requirements that fit seamlessly your organizational environment.
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